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Threat Hunting Platform



MONSTER – How it works!

record Save

Monitor Save

Investigate

Investigate



, .

MONSTER Managed Threat Hunting Service

Threat
Hunting

06

( )

/

Managed threat hunting service SOMMA



MONSTER Managed Threat Hunting Platform
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Threat Context –Microsoft word 
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Threat Context –Microsoft word 
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Monster As A Platform (Uppwall EPP with Uppsala security Inc.)
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Monster As A Platform (Custom Endpoint Threat Detection and Response)
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Monster As A Platform (AnyOffice, Management for Remote work)
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Adversary Emulator



Cheiron – Adversary Emulator
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Organization

Adversarial Emulation

Penetration Testing

Gartner’s Hype Cycle for Threat-Facing Technologies, 2017



Cheiron – Adversary Emulator
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TID with Monster & Cheiron
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TID with Monster & Cheiron
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Future Plan



Monster VS.

Microsoft CrowdStrike VMWARE

Defender for Business Falcon Enterprise Carbon Black 
EDR Monster SIEM GOLD GenianEDR AhnLabEDR

$ 3(1yr) $ 15.99 $ 4.5(3yrs) TBD 20

(Enterprise only) (Enterprise only) ✓ N/A

Automated 
RetroHunting N/A N/A N/A N/A N/A N/A

ThreatHunting
API

Threat Hunting API 
N/A N/A N/A

IncidentResponse ✓ ✓ N/A N/A N/A N/A

MITRE ATT&CK 
Evaluation ✓ ✓ ✓ ✓ N/A N/A ✓

HIGH HIGH HIGH MIDDLE HIGH HIGH
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Achievements



Achievements
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Achievements 

C-2018-006383

C-2019-010324 Monster Threat Inspector

C-2019-010323 Monster Threat Hunting Engine

C-2019-010321 Monster Event Collector

C-2019-010322 Monster Analytic Cloud

C-2019-010325 Monster Analytic API

C-2019-010326
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Achievements 

10-2019-0169817

10-2019-0169816

10-1818006

10-1964592

10-2020-0071184

10-2020-0129324

17/122,261
Method for compressing behavior event in computer and 
computer device therefor

17/120,868
Malware detection method for preventing execution of 
malware, methods for detecting domain generation
algorithm and computer device therefor
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Achievements
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Achievements
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Core Tech.



MONSTER Managed Threat Hunting Platform
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Core technology of MONSTER

Endpoint Visibility   – Data Analysis On Cloud  – Adversarial Emulation
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Core technology of MONSTER

–
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Core technology of MONSTER
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Core technology of MONSTER
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Thank you
The Best Threat Hunters Ever ! SOMMA

https://www.somma.kr support@somma.kr

https://www.somma.kr/

	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40

